E-safety and acceptable use policy
 Policy statement 

E-Safety concerns safeguarding children, young people and staff in the digital world. This policy encompasses not only Internet technology but also electronic communications via mobile phones and wireless technology. This policy will help support and protect children, young people and staff when using technology in our setting. 

Aim

Our aim is to have a clear policy on the acceptable use of digital technology including mobile phones and digital cameras, that is understood and adhered to by all parties concerned without exception.

Social networking

All staff will be made aware of the potential risks of using social networking sites e.g. Facebook and the importance of considering the materials they post and how publishing unsuitable materials may affect their professional status. 

Staff need to protect themselves from legal challenge and ensure they work within the boundaries of professional behaviour. Staff should not disclose any of the Setting’s confidential information, insult or slander the Pre-school, its employees or parents; bring the setting into disrepute, or disclose personal data or information about any individual that could breach the Data Protection Act 1998. We therefore require that if staff use social networking websites that they: 

 Refrain from identifying themselves as working for Westgate Pre-School. 

 Ensure that they do not discuss Westgate Pre-School or conduct themselves in a way that is detrimental to our Setting. 
 Take care not to allow their interaction on these websites to damage working relationships between employees and parents of the Setting.

Ensure that they do not have a pupil or former pupil under the age of 18 as a ‘friend’ or to share information with.

Ensure that they do not have a parent of a current pupil as a friend or to share information with.

Pre School have their own facebook page which is updated and managed by staff only.  No image or names are to be used on the site, either by staff or parents.  Parents are informed of this regularly via newsletters.

Should be aware that if their out-of-work activity causes potential embarrassment for the Pre-School or detrimentally effects the Pre-School’s reputation then the Pre-School is entitled to take disciplinary action.
Internet
The Internet is an essential element in 21st century life for education, business and social interaction. The Pre-School has a duty to provide children with quality Internet access as part of their learning experience. 
It is the responsibility of the Pre-School manager to ensure that an appropriate level of filtering is set and that this is effective.
Staff should guide pupils in on-line activities that will support their learning and development, appropriate to the child’s age.  Children should only access specific, approved on-line materials.  Children’s internet use should be closely monitored.

Staff are permitted to use the internet to access resources relevant to their role and to support the running of the Pre-School.  The Pre-School Supervisor may give permission for staff to use the internet for personal issues and staff must disclose the site they are accessing and the purpose of use. 
The Pre-School Supervisor reserves the right to check the browsing history of a member of staff should there be any cause for concern over the appropriate use of it.  Should inappropriate material be found then our Local Authority Designated Officer will be contacted immediately.  We will follow their guidance as to the appropriate measures for the staff members dismissal.
Inappropriate content, websites or images should be reported immediately to the Pre-School Supervisor, or deputy supervisor in her absence.  The Pre-School Supervisor must record the details of the site so that the internet service provider can be contacted or filtering settings adjusted.
Cyber bullying

We are committed to ensuring that all staff are treated with dignity and respect at work. Bulling and harassment of any kind will not be tolerated in the work place. Cyber bulling methods could include using text messages, mobile phone calls, instant messenger services, or by posting comments on web sites, blogs or in chat rooms.
Email

Children will not have access to email accounts. 
Pre-School has one email contact address.  This account is accessed and managed by Ruth, Anne, Lynsey and Anne-Marie.
Staff may not access their personal emails at Pre-School.

Email communication must follow the same guidance as the confidentiality policy.  Communication via email should be professional, courteous and comply with data protection, confidentiality and child protection laws.
Mobile Phones

The Pre-School allows staff to bring in personal mobile telephones and devices for their own use.  Under no circumstances does the Pre-School allow a member of staff to contact a current pupil or parent/carer using their personal device.

Users bringing personal devices into Pre-School must ensure there is no inappropriate or illegal content on the device.

All staff must ensure that their mobile telephones/devices are left inside their bag throughout contact time with children.  Staff bags should be placed inside lockers provided.

Mobile phone calls may only be taken at staff breaks or in staff members own time and in a designated staff area.

If staff have a personal emergency they are free to use the settings phone or make a personal call from their mobile in the designated staff area.

If any staff member has a family emergency or similar and is required to keep their mobile phone to hand, prior permission must be sought from the Pre-School Supervisor.

Staff will need to ensure that the Supervisor has up to date contact information and that staff make their families, children’s schools etc. aware of emergency work telephone numbers.  This is the responsibility of the individual staff member.

All parent helpers/students will be requested to place their bag containing their phone in the designated area and will be asked to make or receive calls within the designated area (outside the front door).
During group outings nominated staff will have access to the setting’s nominated mobile phone which is to be used for emergency purposes only.

It is the responsibility of all members of staff to be vigilant and report any concerns to the Pre-School Supervisor.

Concerns will be taken seriously, logged and investigated appropriately.

The Pre-School Supervisor reserves the right to check the image contents of a member of staff’s mobile phone should there be any cause for concern over the appropriate use of it.

Should inappropriate material be found then our Local Authority Designated Officer will be contacted immediately.  We will follow their guidance as to the appropriate measures for the staff members dismissal.

Digital images and videos
Photographs taken for the purpose of recording a child or group of children participating in activities or celebrating their achievements is an effective form of recording their progression in the Early Years Foundation Stage.  However, it is essential that photographs are taken and stored appropriately to safeguard the children in our care.

Only the designated nursery camera and tablets is used to take any photo within the setting or on outings.

Images taken on these devices must be deemed suitable without putting the child/children in any compromising positions that could cause embarrassment or distress.

All staff are responsible for the location of the camera/tablets; this should be place within the staff area of the Pre School.

The camera/tablets must be locked away at the end of every session.

Images taken and stored on the camera must be downloaded as soon as possible, ideally once a week.

If the technology is available images should be downloaded on-site.  Should this not be possible these may be downloaded off-site and erased from the business laptop computer as soon as the images have been used.  If staff take cameras/tablets off site in order to complete electronic learning profiles, they must first obtain permission from the Pre School manager and sign the device in and out.  Staff who take cameras/tablets off site are responsible for them and liable for any loss or damage.
Photographs should then be distributed to members of staff to record in children’s learning journeys.

Under no circumstances must cameras/tablets of any kind be taken into the bathrooms.

Failure to adhere to the contents of this policy will lead to disciplinary procedures being followed.

Images may be used for advertising purposes or displayed as a screen saver on the pre-school computer after parental consent has been given.
Parents and carers may not use mobile phones or digital cameras in the Pre-School setting and there are clear signs reminding parents of this.  On excursions and other special occasions as decided by the Pre-School supervisor, parents may be given permission to take photographs and video.  Pre-School will obtain permission from all parents to allow this.  These photographs or videos must be for private viewing and not to be shared on social media sites.
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